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1. MNA3U U HE AABAL HA APYTU XOPA B UHTEPHET AUUHATA CU
UHOOPMAUUST: UME, AAPEC, MAPOAA OT EAEKTPOHHA MOUWA, MPOGUA B
COUUAAHA MPESKA, AUUEH TEAEDOHEH HOMEP,
YUUAUUWETO, B KOETO YUULL.

2. [MA3U U HE AABA UHOOPMAUUS 3A MECTOPABOTATA UAU AUUEH
U CAYKEBEH TEAEGOHEH HOMEP HA POAUTEAUTE, HACTOUHUUUTE,

BAUSKUTE, MPUSTEAUTE, CBYUEHUUUTE U MNOSHATUTE CU BE3 TAXHO
PASPELLEHUE.

3. MNA3U U HE UBMPAWAU LU/ UAU HE KAUBAI OHAAUH CBOU CHUMKU
U BUAEA, BE3 MPEAU TOBA AA E OBCHAEHO
U B3ETO PELUEHME C POAUTEAUTE TU

UAU XOPATA, KOUTO CE MPUNKAT 3A TEB.







4. He MBNPAWAU N HE KAUBAUM OHAAMNH CHUMKU U BUAEA HA

APUSTEAU, CHYUBHUNUU, POAHURU, YUUTEAU, BAUSKU, NMOSHATU U AP.,
BE3 NPEAU TOBA AA E OBCDAEHO C TAX, A B CAYUAUTE, KOTATO CE KACAE
3A TBOU NPUSTEAU U CBYUEBHMUU, AA E CBIAACYBAHO OT TAXHA CTPAHA

U CPOANTEAUTE MM/YV[MT‘E/\M.

5. He OTToRAPSAM U HE OTBAPSI NPUKAUEHU GAVACEBE HA
EAEKTPOHHATA TU NOWA, NOAYUEHA OT HEMNOZHAT MNOAATEA. T MOKE
AA COADPKA BUPYC UAU APYTA BACBPEAHA MPOTPAMA, KOSITO AA

YBPEAU KOMMOTBbPA/ TEABGOHA/ TABAEBTA/ YCTPOUCTBOTO TU UAU AA TO
ANMPABU YI3BUMO/HEAOCTBMHO 3A BbHLLEH AOCCTDIN.

©. NOoCbRETRAM CE C POAUTEAUTE CU
/YUUTEA/BDIPACTEH, HA KOTOTO UMALL ACBEPUE,
MPEAU AA CBAAULL UAU UHCTAAUPALL HOBA MPOIPAMA/ MPUAOSKE-
HUE HA KOMMOTDBP, TEAEGOH, TABAET, KAKTO U HE MPABU HUWO,

KOETO MOSKE AA YBPEAU KOMIMOTBPA UAU UPE3 AAAEHO ABCTBUE
' AA CE PABKPUST AAHHIU 3A TEB U CEMEMCTBOTO TU.
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F. HEWATA, KOUTO NPABULL B UHTEPHET, HE TPIBBA AA BPEAST HA
APYTU XOPA UAU AA MPOTUBOPEUAT HA YCTAHOBEHUTE NMPABUAA (UACT
OT THAX CA YPEAEHU B 3AKOHU, KOUTO Bb3PACTHUTE MOSHABAT U MOTAT

\ _AATU OBACHST).

&. TPABBA AA BHAELL, UE E BABPAHEHO AA CE UBMNOASBA UYSKAD

MOTPEBUTEACKO VMME, MNAPOANA U EAEKTPOHHA MNOWA. O
o

j . He nuwun 1 HE KAYBALM HUWO, KOETO MOXKE AA E OBUAHO UAU
YHUSUTEAHO 3A TEB, BAU3KUTE TU UAU 3A APYTU XOPA. BCUUKO B
UHTEPHET PAHO UAU KbCHO CE XBAWA U CE PABBUPA KO B MPUUUHUA
BPEAA HA APYT UOBEK UAU TPYTA XOPA







10. HezABABHO UHGOPMUPAL Bb3PACTEH (POAUTEA, YUUTEA,
AUPEKTOP, NEAATOIMUECKU CHBETHUK, APYT Bb3PACTEH, HA KOTOTO
UMALL ACBEPUE) UAU UHPOPMUPALL CAYSKBUTE, KOTATO MOMAAHELL HA
MATEPUAAU, KOUTO TE KAPAT AA CE UYBCTBALL HEYAOBHO UAU HA

MATEPUAAU C BPEAHO UAU HESAKOHHO CbADBPYKAHUE, KOETO MOXKE AA
BbAE NOPHOTPAGUS, NPOMNOBIABAHE HA HACUAUE U TEPOPUIDM,

ETHUNUECKA U PEAUT UOSHA HETOAEPAHTHOCT, TbProBUs C HAPKOTUUM,

XABAPT U AP.

11. He otrorAPAN HA CbOBUEHUS,
KOUTO CA OBUAHU, SAMNAALLUTEAHU,
HEMPUAUUHIA UAU TE KAPAT

AA CE UYBCTBALL HEYAOBHO.
NHOOPMUPA POAUTEAUTE CU
/KAACHUS PBKOBOAUTEA, YUUTEA,
AUPEKTOP, MEAATOIMMUECKU CHBETHIK

AU CAYXKBUTE 3A TAKUBA CbOBUWEHINA.
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12. AKO HAKOMU TE OBUSKAA UAU TOPMO3U OHAAH, HE OTTORAPS
TOBA MOSXKE AA TU HABPEAU MNOBEUE, OTKOAKOTO AKO SAMbAUMLL U
CBBEPELL CUAU AA AOKAAABALL HA OTTOBOPEH Bb3PACTEH

(POAUTEA, YUUTEA, AUPEKTOP, MEAATOIMUECKU CHBETHINK)

AU CAYSKBUTE. AKO CU AOCTATBUHO OTTOBOPEH, MOXKELL U CAM AA
AOKAAABALL, KATO NOAAAELL CUTHAA HA CAMUMA CANT UAU HA
NOCOUEHUTE AAPECU:

WWW.CYBERCRIME.BG

WWW.SPASIDETE.COM
WWW.FACEBOOK.COM/BGCYBERCRIME
WWW.SAFENET. BG

U AA TO BAOKUPALL. AOBPE E AA HAMPABULL BEAHATA EKPAHHA CHUMKA
(CKRPUMHLLOT) HA CbOTBETHUS PASOROP/CHUMKA/BUAEOCHOBWEHIUE
UAU CbABPKAHUE KATO EAEKTPOHHO AOKASATEACTRO.




13. BHUMABAL, KOTATO PASIOBAPALL B UAT. MomHum!
MrAaBUAC N2L

XOPATA OHAANH HE BUHATU CA TE3U, 3A KOUTO CE NPEACTABAT U
MOT AT AA TbPCAT ONPEAEAEHA MHPOPMAUUS, C KOATO AA
SAOYNOTPEBAT C TEDB, BAU3KUTE TU UAU C APYTUTE XOPA.

MraBuA N22

HE MPABU HUWO HA APYT UOBEK B UHTEPHET, KOETO HE UCKALL AA TU
CE CAYUU U HA TEB CAMUS.

14. Axko ce CAYUU AA MOMAAHELL HA UHOOPMAUUS UAU APYTO
CHbABPHKAHUE B MPEKATA, KOETO HE TU XAPECBA UAU TE NAALLU NO
HIKAKDB HAUMH, MOSKELL AA MNOAAAELL CUMHAA HA AEHOHOWHATA U
BE3MNAATHA HAUUMOHAAHA TEAEDOHHA AUHUS 3A ABUA 116 111

KbM ADBPKABHATA ATEHUUS 3A BAKPUAA HA AETETO,
HA OTAEA ,KusepneectbnHocT” HA TABOMN kbm MBP

(HTTP://WWW.CYBERCRIME. BG/BG),

HA UEHTDPA 3A BE3ONACEH UHTEPHET HA AAPEC:

WWW.SAFENET.BG,
AU HA TEXHUST TEAEDOH 124 123,
UAU NPE3 UAT-MOAYAA HA

WWW.SAFENET.BG
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1.5. He NPUBMALI CPEWM C AUUA,

C KOUTO CU CE 3ANO3HAAN/ A B UHTEPHET,
OCBEH CAEA CbIAACUETO HA POAUTEAUTE TU.
MomHu, UE XOPATA, C KOUTO CE
BAMNO3HARBALL OHAAMH, HE BUHAIU CA TE3U,
3A KOUTO CE NPEACTABST. ONUTBAL CE
BUHATU AA MPOBEPSRBALL AAAU YOBREKDT
OTCPEWA HAUCTUHA E TO3U, 3A KOTOTO CE
NPEACTARS UPE3 MPOBEPKA MNO UME, UMEUA,
CHUMKA U KOHTPOAEH BbNPOC, HA KOUTO BU
TPABBAAO AA BHAE OTTOBOPA, AKO E
HAUCTUHA TO3U. [PU CODMHEHIE MOSKE AA
NOAAAELL CUTHAA UAU AA NOTBPCULL CHRET
MPE3 CAUTA HA LUEHTDPA 2A
BE3ONACEH UHTEPHET
WWW.SAFENET.BG.
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1 6. N3NoA3RAL HACTPOUIKUTE 3A BE3OMNACHOCT U
SBAWUUTATA HA AUUHUTE AAHHIU HA COUUAAHUTE MPEXKU,
MOBUAHUTE NMPUAOSKEHUS U BPAY3bPUTE.

17'. U3NOA3BAL OYHKUUSTA 3A BE3SOMACHO CbPOUPAHE. HE

MNOCEWABA CAUNTORE B UHTEPHET, KOUTO CA CbC CbADPXKAHUE,
HEMOAXOASWO 3A AYAUTOPUS BAUSKA AOC TBOSTA Bb3PACT.







18. UznoazeAL TPYAHU (ABATU, C FAABHI U MAAKU

BYKBU, UUOPU U CNEUUAAHU BHAuM) U PASAUYHU BA
BCEKU CAMT NMAPOAUN.

15 . UBNOAZBA AHTUBUPYCHA MPOIPAMA, KOSITO CAEABA PEAOBHO
AE CE OBHOBSBA. BAEAHO C Bb3PACTHU (POAUTEA, YUUTEA,
AUPEKTOP), NMOAADPNKAL MOCAEAHATE AKTYAAUSUPAHA BEPCUL HA
BCUUKU MPOTPAMU U MPUAOSKEHUS.




20. AKO NOAZRBALL OBWU KOMMIOTPU, BUHAT U NPOREPTRBAI AAAU CU
UBASZDBA/ UBASZAA OT MPOOUAA CU, CAEA KATO CBBPLIU UACA.

B CAYUAL, UE HAMEPULL YCTPOUCTRO, HA KOETO APYT YUEHUK €
PABOTUA, HO HE E BATBOPUA MPOBUAA CU, BEAHATA UBAE3 BE3 AA
MPETAEXKAALL, MPOMEHALL UAU AOBABSLL UHOOPMAUUS B NPOPUAA MY.

1. TeaBRA AA UMALL MPEABUA, UE KOTATO MYBAUKYBALL HEBSPHA U
UN3OMAUEHA UHGOPMAUUS 3A APYT UOBEK, AOPU C SCHATA MUCDBA, UE
TOBA E LUETA, TOBA MOXKE AA ACBEAE AO 3AOYTIOTPEBA U AD
HENPUSTTHU NPEXUBITBAHUS 3A TO3U YOBEK.




BAsk g KOHTAKTI:
/ ' FABOM - oraen

WWw.CcYrERCRIM E.Bg
/ Uerrbr 34

” KMBEPHPEchn HoceT

BEsONAcCEH utTepter TeA. 124 123
WWW.SAFENE‘T.BQ

Hauvioranita TEABPOHHA AutHig 24 Atua 116 111
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KPATDK PEUHUK C MOAEIHA
UHOOPMAUUS
1 AOMBAHUTEAHU CbBETU




KAUBAHE U CMNOAEAAHE HA CHIMMKMA

CHUMKU UAU BUAED HA AETE, YUEHUK, POAUTEA, YUUTEA, AUPEKTOP, NCUXOAOT, PECYPCEH YUUTEA,
BAUBKU, MPUSTEAM, MOBHATU UAU HEMOBZHATU AUUA CA MYBAUUYHO ACCTBMHIA UBOBPASKEHIS B UHTEPHET,
KOUTD MOTAT AA CA KAUEHU OT POAUTEAUTE MAU APYTH UAEHOBE HA CEMEUCTBOTD, MPUSITEAU,
CbYUBHMUU 1 AP. TE3U, KOUTO CA T CMOAEAUAL/ KAUMAU B UHTEPHET, MOXKE AA UMAT U3USAD AOCBPU
HAMEPEHUS KbM HEro/HES. KOTATD CE KACAE 3A CHUMKM, HA KOUTD HE CTE ABTOP, CBUWUTE HE MOFAT AA
EbAAT MOAZBAHU U MOAYASPUSUPAHU BE3 CbIrAACUETO HA TEXHUS ABTOP. HO TAKOBA CHALPHKAHUE MOXKE
AA HAKDPHSBA AMUHOCTTA U ACCTOUHCTROTO HA AUUETO. NPENOPBUUTEAHO E MO HUKAKDE MOBOA AA HE
CE KAUBAT CHUMKU HA AETE, 3A KOUTO UMA U HAMU-MAAKOTO CbMHEHUE, UE MOTAT AA MY HABPEAST U BE3
HEMOBO CbrAACUE. CNOAEBASHETO HA CHIAMKI E UECTO CPEWAHO STBAEHME B COUMAAHUTE MPEXK M, SATOBA
OCHOBHA MPEMNOPbKA E MOACBH CHUMKN AA CEB CNOABAST CAMO € XOPATA OT CNUCBKA C MPUSTEAM HA
UOBEKA, KOUTO UCKA AA KAUU CHUMKATA, U OUWE NO-ADBPE — CAMD C IPYTMATA HA HAK-BAUSKU MPUSTEAU
OT PEAAHUS KUBOT. BAKHO €, KOTATO CE CHUMA CbC CMAPTOOH, AA CE YBEPUTE, UYE CHUMKUTE HE CE
KAUBAT ABTOMATUUHO B MPOOUAA HA POAUTEAS UAU AETETO B CAMTORBE KATC MHCTAIMPAM HANPUMEP. B
MPOGUAUTE CU B COUMAAHUTE MPEXKI TPABBA AA CTE CUMYPHU, UE CTE HACTPOUAM AOCTDBMA AD CHUMKUTE
CU TAKA, UE AA CE BUKAAT CAMO OT MPUSTEAUTE BU. CbuloTo CE OTHACS U 3A HACTPOUKUTE HA OBAAUHM

YCAYTH, B KOUTO CE CbADBPYKAT CHUMKIK U UHGOPMAUUS.




GAALLUBU HOBUHU

NHPOPMAUUS C HEBSPHO CHADPIKAHUE OT HEOPUUUAAHL LUBTOUHUUU. ABSUHGOPMALUA. MAHUNYAAUUS
HA BSPHA MHOOPMALUS C NOAMSHA HA AAHHM, GAKTU, OBCTOATEACTRBA. Cb3AATEAUTE HA GAALLUUBL
HOBUHUM UBMOASBAT TPAAUUMOHHIA MEAUKHI NOXBATU 34 NPUBAUUAHE BHUMAHUETO HA UMTATEAS,
HAMPUMEP MPOBOKUPALIL SATAABUS, HO YCNABAT AA IO BABAYAST U AA IO HAKAPAT AA MNOBAPBA, UE

MHPOPMAUMUSTA, KOSTO YETE, B MCTUHCKA.
_—#__

KAK AA PA3MNO3HAEM PAALLUNBUTE HOBUHU

* [MPABETE PABAUKA MEXKAY OPUUMAAHI, XYMOPUCTUUHU N CEPUOBHU HOBUHAPCKU CAMTOBE. SAMUTAMITE
CE AAAU MOBHABATE MEAUSTTA 1 UMATE AU 1 ACBEPUE?! [TPOBEPETE AAAU SATAABUETO, KOETC UECTO B
TPbMKO U CEHZAUMOHHO OTTOBAPA HA CDADPHRKAHUETD HA HOBUHATA KATO MPOBEPUTE HAKOAKO
OCPUUMAAHI USTOUHUMKA 11 CPABHETE BPEMETO HA NMYBAMKAUMSATA, AKTYAAHATA APYTA TAKABA
UHPOPMALUUA OT HAKOAKO USTOUHUKA;

* MroBEPETE AAAM KYPHAAUCTDT B MOCOUUMA KOHKPETHO UBTOUHMKA HA MHPOPMAUMS A
UHOPOPMAUUATA CE BAZUPA HA APYTA CTATUA. MNPOBEPETE AAAU OCHOBHUSAT MBTOUHMK HA MHGOPMAUMS B
ACCTOBEPEH. BUHAT NOTAEKAANTE HAUAACTO UAU KPAS HA CTATUSTA, KbABTO CBUKHOBEHC B NOCOUEH
USTOUHUKDT HA MH_(PDPMAIJMH. AKO CE KACAE 3A UHDOPMAUUS, KOSTO MPOUBAUBA OT ADBPRABHA
UMHCTUTYUUSH, MPOBEPETE COUUMAAHATA 1 CTPAHMUA AAAU PUMYPUPA TASM HOBUHA UAM NMOTLPCETE
EKCMNEPT MO TEMATA OT AAABHATA MHCTUTYUMA. ARO HE E NOCOUEH UZTOUHUK, E PEAHO AA CE CbMHSBATE
B ACCTOBEPHOCTTA HA HOBUHATA. B NOBEUETEO ACCTOBEPHU MATEPUAAU CE NOCOUBA HAUMHA HA
CbBUPAHE HA UHGOPMAUUATA U ABTOPA HA MYBAMKAUUST A, MPENCPBUMTEAHOC E AA CE CPABHM
UHGOPMALUSTA, AKO B NMYBAUKYBAHA B PABAUUHI USTOUHMUK,

* AKo NONAAHETE HA CTATUS, NYBAUKYBAHA B HEMOSHAT 3A BAC BACT, A MHPOPMAUUSTA HE B
TUPAKPAHA HUKDAE APYTAAE, TOBA B 3HAK, UE HOBUHATA MOMKE BU B AALLBA.

BUHAMA THPCETE U APYTU PESYATATU MNO TEMATA, A AKD TE CA MAAKD MAU HUKAKEBU, NO-ADBPE HE
PASMPOCTPAHABAMTE HOBUHATA;

* [MPOBEPETE AATATA HA MYBAUKAUUATA, Tb KATO UECTO CTAPU U HEAKTYAAHI HOBUHI
CE MYCKAT KATO HOBM.




OHAANH uAan KUBEPTOPMOZDT NMPEACTABASTBA USNOASBAHETD HA MHTEPHET 3A HAHACSHE HA
EMOLMOHAAHA BPEAA BDPXY APYTU XOPA. TOPMOZbT B UHTEPHET MOXKE AA UMA PASAUUHU GOPMI.
Tot MOXKE AA MUHABA MPE3 PASNPOCTPAHIBAHE HA MOAUTPABATEAH 1 OBUAHW TEKCTOBE, CHUMKU 1
BUAEOKAUMOEBE B CAUTOBE 3A CMOABASHE HA BUAEBOCBADBPKAHUE KATO VBOXF U You‘r‘wse, CHb3AABAHE
HA PAALLUUBU MPOGUAU C CBUAHO CBADPHKAHUE B COUMAAHI MPEXKU KATD ASK.FM, ¢EIZGBYK 7]
MHCTAIPAM, KAKTO U B CBOBWEHUS 1 M3OBPAXKEHUS B MPUACKEHUS 3A KOMYHUKRAUUS KATO CRALN U
BAMBLP, AU B UBNPAWAHETO HA OBUAHW CbOBWEHUS 11 KOMEHTAPU, B CbWUTE CAUTOBE U MNAATOHGOPMIA.

KPAXKBATA HA MPOPUA (XAKHAT MPOGUA) MPEACTABASBA MPUCBOSBAHETO HA UYKA MOTPEBUTEACKU
MPOGUA B COUMAAHA MPEXKA, MAATHOPMA 3A CBWYBAHE (HANPUMEP (PEMICBYK), EABKTPOHHA MOWA UAU APYT
CAUT. KPAKBATA CTABA Bb3MOKHA UPE3 BAUSAHE C MPABUAHATA MNAPOAA U HEUHATA NOAMSHA C HOBA U
HEUBBECTHA 24 UDBEKA, HA KOTOTO MPUHAAAENK U NMPOOUABLT. BBEMONKHO E CAEA KPAKBATA NPOOUADLT AA CE
UBMOASBA BE3 3HAHUETO U CBIAACUETO HA MbPBOHAUAAHUS COBCTBEHUK. AKD HA AETE MOA SAADANKUTEAHATA
3A MNOBEUETO COUUAAHI MPESKU BL3PACT OT 12 roaviHu (TAZU BD3PACT E TAKABA, 3AUOTO MNO-FOASTMATA UACT
OT MNONYASPHI COUUAAHI MPEXKI CA AMEPUKAHCKU U MPABUAATA 3A NMOASBAHE CA CbOBPASEHU C
AMEPUKAHCKOTO SAKOHOAATEACTED) CE Cb3AABA COBCTBEH MPOGUA BbE (DEUCEYK, MHOMO B BASKHO MPU U3BOPA

HA Bb3PACT AA CE MBEBEPE NOA 18 roALH, Tl KATO 3A HEMBAHOAETHUTE NOTPEBUTEAU LIMA BASKHA
ACMBAHUTEAHM SAUMTU.

KPASKBATA HA AUYUH AAHHIA
E BUA KOMMIOTBPHO MPECTBNAEHIME, MNP KOETE CE MPUACBUBAT
UYSKAK AUMUHU AAHHI C UBA PUHAHCOBA USMAMA MAK SACYTIOTPEBA
KATO TEFAEHE OT BAHKOBA CMETKA, MAU KAHAMAATCTBAHE 2A KPEAUT
OT UYKAL UME. TAZU ONACHOCT Mo MPUHUMIM HE SACATA NO-MAAKUTE
AEUA, KOUTO HE MPUTEXKABAT AUUHIA AOKYMEHTU, BAHKOBU CMETKU

AU KAPTU. HO NPU TURHEMASKEPUTE HAA 14-TOAULLHA BL3PACT
TO3U PUCK CTABA AKTYAAEH.




PULLUNHT ATAKUTE cA HAU-PASMPOCTPAHEHATA GOPMA HA MHTEPHET U3MAMA U LIWPOKO
USMNOAZBAH NOXBAT OT KOMMIOTBPHU MPECTBMNHUUM 3A MOAYUABAHE HA BASKHA MHOOPMAUUS. TOBA
MPECTBNAEHUE CE HAPUUA ,dULLLHT" (,PHISHING” — "3APUBSTBAHE”, MPOUZAUSA OT FISHING — PUBOACE),
ZAUWOTO EAEKTPOHHUTE CHOBWEHUS, KOUTO CE PARMPALIAT, CA KATD ,Bbauum” ¢ OCHOBHA UEA
MNOAYUATEAUTE AA CE ,XBAHAT” HA THAX NOPAAU CBOSTA HECTIMTHOCT 1 HEOCBEADMEHOCT, KATO UM
oTToRoPAT. MPU GULIMHTA USMAMHUUUTE PABMPALWAT EAEKTPOHHA MOWA, KOSTO NMPETEHAUPA, UE UABA
OT MOYTEHA KOMIMAHUS U CE OMUTBA AA YBEAU MOAYUATEAS AA AAAE BAKHA AUUHA MAU GUHAHCOBA
UHGOPMAUUS. EAEKTPOHHOTO CHOBWEHIME OBUKHOBEHO MOAU AA CE UBMPATAT AUUHI AAHHU U4 AAHHIA
3A BAHKOBA CMETKA B OTTOBOP AU AA CE BBBEAAT HA YEBCAUT, KbM KOUTO UMA BPb3KA. TE3U AAHHM
CA HAMPUMEP MNOTPEBUTEACKIU UMEHA, NAPOAU U HOMEPA HA KPEAMUTHIA KAPTI.

KAK CE MASAPYBA BE3OTNACHO B UHTEPHET:

IMPEAU AA NASAPYBATE OT EAEKTPOHEH MATA3UH, E NOAE3HD AA OBLPHETE
BHUMAHE HAAMUHA AWM B MHPOPMALUMS BA MMETO, AAPECA U TEABPOHA HA
TLProBeEUA. HE MPONYCKANTE AA NPOBEPUTE U AAAU ADCTABUMKDT B MOCOUUA
MBPUUHO NPABCTE BU NO BAKOH AA CE OTKAXKETE OT MNOPBUKATA B PAMKUTE HA 14
AHU. MNoAE2HO BU BUAD AA MPOUETETE BbE DOPYMUITE OTSUBU OT APYIM
NOTPEBUTEAU, KOUTD BEUYE CA MASAPYBAAM OT BBNPOCHUS EABKTPOHEH MATASH,
KbM KOUTO CTE CE HACOUUAU. THPIOBEUDT E AADKEH AA B MHPOPMUPA 2A
OCHOBHINTE XAPAKTEPUCTUKIA HA BCAKA OT NPEAAATAHUTE OT HEMO CTOKU A
YeAYTU. ToU TPABBA AA MOCOUU TAXHATA UEHA C BRAIOUEH BCUUKU AAHDUM U
TAKCU, KAKTO U CTOUHOCTTA HA MNOWEHCKUTE UAU TPAHCMOPTHUTE PAZXOAMU, AKO
HE CA BRAIOHUEHI B KPAMHATA UEBHA. HA CATA CABABA AA BBAE NOCOUBH
HAUMHDT HA NAAUWLAHE, ACCTABKA 1 URMBAHEHUE HA ACTOBOPA. BALLIE MPABDO E AA
BbPHETE, SAKYTMEHATA OT EABEKTPOHEH MATABUH CTOKA, AKO CE DKASKE ABOEKTHA.
PERAAMALUMSTA CU 2A ABGEKTHA CTORA CABABA AA MPEASBUTE B HAKOM OT
OBEKTUTE HA THPIOBEUA, OT KOMOTO CTE 8 SAKYMUAU. AKO THPIOBEUBT YBANKM
PERKAAMALUUSATA B, B PAMKUTE HA MECEU TPIBBA MAK A4 PEMOHTUPA BE3NAATHO
2A BAC CTOKATA UAU AA A ZAMEHU C HOBA. B CAYUAL, UE HE YCTIEE AA CTOPU
EAHO OT ABETE, CAEABA UAU AA HAMAAU UBHATA, MAM AA BBPHETE CTOKATA,

A TOU AA B BDECTAHOBU SATIAATEHATA 2A HES CYMA.
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SBAUUTA HA KOMIMOTbPHUTE MPEKU
OT ONACHA EAEKTPOHHA MOWA o
' o




1 .He TPABBA AA CE MPOSEABA UHULUATUBA 3A MOAYUABAHE HA UMEIA NMUCMA OT UHTEPHET CTPAHIUUMU,
KOUTO MPEAAATAT BE3MAATHI UAU MAATEHU YCAYTU U CTOKU, YECTO MPEAAATAWM AA BU UBNPATAT
NPOMOUUU MO E-MAIL. ODTKAKETE TAKABA YCAYTA.

2. UIMBIIA AAPECHT CE CIOABAS CAMO MPU HYKAA U CAMO HA MPOBEPEHU AUUA/OPTAHUZAUMN.
KOrATo cE MPEAABA MO BEAUH UAU APYT MOBOA, CE BHUMABA 3A CAEAHUTE ABE HEWA! MHPBO AAAU
OPTAHUBALUSTA UAU UODBEKDBT, KOUTD MO NOAYUABAT, WE BU USMPATU HEXKEAAH UMEMA; BTOPO,
MOSKE AU AA CE PASYUITA, UE MMELIA AAPECHT HAMA AA BBAE AAAEH HA TPETO AUUE.

3. He CE OTBAPAT UMEMAUTE B HEXKEAAHA MNOWA. HUKOTA HE OTBAPSILTE
MPUKAUEHI GANACRE B CbOBULEHUS OT HEMNOZHAT UZNPAUWAY. AKC HE CE MOZHABA
MMETE B NOAETC ,,OT”, HE CTBAPAUITE MPUKAUEHIS GAIA. BHUMABAITE C
OBPbUEHUATA MR/MRrs/DEAR.

4. AKo ce MOAYYUN HEOUAKBAHC CHOBUWEHME CBC CTPAHEH MNPUKAUEH GAIMA OT NOSHAT
UZNPAUWAY, TO BU MOTAC AA CBABPHKA BUPYC. MHOro 2ACBPEAHIN MPOTPAMU CE
PASNPOCTPAHABAT AOC BCUUKKM KOHTAKTU, KOUTO HAMEPST B MNOWATA HA SAPASEHUS
KOMMIOTBP. TAKMBA CHbOBWEHMS UBCTD UMAT CTPAHHA TEMA MAK UME HA MPUKAUBHIS GAMA.
UecTo TOBA E WEMCBUTO CbOBUEHIME, HACBPUABALIC NOAYUATEAA AA BUAU KAPTUHKA UAU A4
NPOUETE NMPUKAUEH TEKCTOBU GAMA. BUHATIA UBUCKBAMTE NMOTBLPKAEBHME OT UBMPALWAUA,
NMPEAU AA OTBOPUTE CBOBUWEHME MAK NPUKAUEH GANA OT TAKDE BUA.

5, MPoBEPSBA CE NBAHOTO UME HA MPUKAUBHIAS
pANUA. CKPUTUTE PASLUUPEHIS OT UMETE HA GANAA
MOTAT AA BABAYAAT AA OTBOPUTE 2APASEH NMPUKAUEH
SAVIA OT UMEVAA. BUHATU CE MPOBEPTBA AAAU UMEMA
MPUAOSKEHUETO NOKAZBA NMBAHOTD MME HA
MAPUKAUEHUS GANA, BRKAIDUUTEAHD PAZLLIVPEHUETO.
BuPYCcU U UEPBEU MOTAT AA CE CBADLPXKAT BbE
PAUNDBE, KDUTO UBTAEXKAAT KATD KAPTUHKM,
HAMNPUMEP C PASLUMPEHUE .JPg. HO B BbaMOXKHD AA
UMAT CKPUTO PASLIUPEHME, KATD .EXE UAM .VBS KbM
MMETD HA GAINAA, KOETD D2HAUABA, UE NPUKAYEHMAT
PANA HE E KAPTUHKA, A NPOTPAMA, KOSATO WE CE
CTAPTUPA, WLIOM CE OTBOPU MPUKAUEHIIS DAIA.




6. BHUMABA CE C PAALLUBUTE NPEAYMNPEXRAEHS 2A BUPYCU. CpAALLIM’BMTE MNPEAYMPEKAEHUA 2A BUPYCH
CA UBBECTHIU KATO "HOAXES". TOBA B GAALLUBO CbOBUWEHIME, KOETO NOABEXAA MNOTPEBUTEAUTE AA BAPBAT,
UE CA MNMOAYUUAU BUPYC U T HACBPUABA AA MPENPATAT NPEAYNPEXKAEHUMETO HA BCEKU, KOFOTO NOSHABAT.

7'. He OTBAPSITE UMENA, CHADBPHKAULL HESKEAAHA

PEKAAMA. TOP MOXKE AA BBAE UBMNOASBAH 3A L. He cE U2NOAZBA CAMO EAHA

NMPEHACAHE HA BUPYCU U UEPBEU. OT CboBPAKEHMS NOWEHCKA KYTUA 2A BCUUKO.

3A CUTYPHOCT BU TPABBAAC AA UBTPUBATE BCUUKIA CNeUMAAUCTATE MO

PEKAAMHI CBOBUWEHUS OT HEMCSHAT M2MNPALWAU KUBEPCUIMYPHOCT MPEMNOPLUBAT AA

BEAHAMA, BEZ AA TH OTBAPHATE. CE OTKPUBAT HAKOAKDO PAZAUUHIA
nouwu 1 AA CE PASAEBAAT MO

NPEAHASHAUEHIE.

_9. 3BATBAMTE AA NPEMPAWATE
MUCMA MEXKAY HAKOAKO BALLM
NOWEHCKU KYTUM.

1.0. He € NPENCPLUUTEAHO AA CE MPEMPAWAT MUCMA AD HAKOAKD UOBEKA EAHOBPEMEHHO.
OCOBEHO TAKUBA, OT TUMA - "MPENPATETE IO AC 7 UOBEKA U WE BU CE CAYUU HEWO XYBABO" AU
"MOMOTrHETE HA BOAHOTD MU AETE, KATO MPEMNPATUTE TOBA MUCMO HA MHOTO XOPA, EAU KO CU WE
MU AAAE 3A BCEKU 3 IMEBUAA 5 UBHTA, HAMPUMEP. TE3U MUCMA CE PASMNPOCTPAHSBAT C UEA
CBBUPAHE HA ABUICTBUTEAHU IMEIA AAPECU, TbI KATO MPU MPENPAWAHE, KbM NUCMOTO CE
ACBABAT ABTOMATUUHO U AAPECUTE HA MPEAHUTE NOAYUATEAU. CABA HAKOAKO NPEMPAWAHUS, B
EAHO TAKOBA MUCMO CE CBBUPAT HSKOAKO CTOTUUM PEAAHU MEBUA AAPECA, KOUTD CAEBA TOBA CE
MPOAABAT HA GUPMU BA CMAM.




11 AKO BCE NAK LCKATE AA NMPENPATUTE HAKAKDE TEKCT UAU UHPOPMAUUA, KOATO CTE NoAYUAK,
KOMUPAIITE TEKCTA U IO USNPATETE KATO HOBO NuUeMe. HE NPENPAWAMITE NPEAHOTO, BBMPEKM YE B
MPUMAMAMBO NO-ABCHO. TAKA WE NPEANASUTE NPUSTEAMUTE CU OT BbAEUW CMNAM.

1.2, AKo NOPAAU HAKAKBA MPUUUHA ADPKUTE AA MPEMPATUTE OPUMMHAAHOTO
MUCMO, CADKETE AaPECA B BCC (BUND CAREON GO'PY) BMECTD B CC. TARA

HUKOM OT NMOAYUATEAUTE HAMA AA BUAU AAPECUTE HA APYTUTE MOAYUATEAU.

MPUUMHATA AA TO LU3MNOASBATE HE E AA CKPUETE NOAYUATEAUTE EAUH OT APYT, A
AA MU MPEANASUTE, B CAYUAL YE AAPECHATA KHUMA UAU EABKTPOHHATA NOWA HA
HSAKOU OT THAX CTAHE ACCTBMHA HA CMAM-BOT (HAMPUMEP NOPAAU BUPYCHA
UMHPEKUNS HA KOMIMIOTBPA MY).

13- BHUMABANTE C U3MAMHI CBOBUWEHUS, YE CTE CMEUBAUAU OT
ADTAPUSTA: HE CTE CMNEYUEAUAN. CTTAMBPUTE USNOAZBAT HAN-PAZAMUHI
APUMAMAMEBUN SATAABUA HA MTUCMATA, 3A AA HARKAPAT MNOAYUATEAS AA TH
OTBOPU. MHOTD NMOTPEBUTEAU HAUCTUHA OTBAPST MNOACBHU MUCMA. AD’PM
CAEL OTBAPAHETC BEAHATA AA TO U3TPUMETE, CAMOTD OTBAPAHE HA
AUCMOTEC B MOTALC AA NCTBBPAU, UE AAPECDT E PEAAEH U BUE CTE Mo
NOAYUUAU.

1 4. OTUCBAITE CE OT BIOABTUH/ EAEKTPOHHO CIIUCAHUE, 2A KOUTO HE NOMHITE AA CTE CE
SAMUCBAAU. UECTO CPEWAH METOA, USMNOAZBAH OT CMAMBPUTE 3A HAMUPAHE HA AKTUBHUTE MOWEHCKN
AAPECU. UBMPAULA CE BIOAETUH C AMHK 3A OTTIUCBAHE (YK) OT NOAYUABAHETD MY. OTTIUCBALIKMA CE,

BCBWHOCT NOTPEBUTEAST MOTELPXKAABA, UE UBMNOASBA MNOUWEBHCKATA KYTUS, C KOETO BEAHATA BAVSA B
CMAM AUCTUTE. BMECTO AA CE OTTIUCBATE, BAOKUPAMTE NOAYUABAHETO HA MUCMA OT TO2U AAPEC.




1.5. He oTBAPSIATE NMUCMA, KOUTO CA GULLNHI ATAKU. HAI-ACBPUST HAUUH AA CE BAWUTUTE OT GULLILHT

ATAKUN B KATO HUKOT A HE OTBAPATE PULLWHT MUCMA, HO UECTO E TPYAHO A4 CE PASMNO3HAE KOE NUCMO E
PULLHT ATAKA. MOXKETE AA MM PASMNOIHAETE MNOo:
* ObPbUEHMETD E "DEAR CUsTOMER" AU "DEAR UsER", A HE BALLETOC UME.

* B nueMoTo NULLE, UE AKAYHTDT BU WE BEbAE NPEKPATEH B CAYUAL, YE HE NOTEBPAUTE AAHHUTE CU
HE3ABABHO. /HACKOPO CMAMBPUTE UBMOABBAXA MOACBEH MOXBAT KOFATO CKALM CE CPUHA 3A 1 AEH.
PASMPOCTPAHLIXA CbOBWEHUS, UE CRAUM WE YUCTU HEAKTUBHI AKAYHTU U CE UCKALLE AA CE PASMPATU
CBOBWEHUE HA MOHE 15 MOTPEBUTEAS, 3A AA CE AOKAKE AKTUBHOCT./

* VIMBUAADT MABA OT AKAYHT, MPUAUUALL, HO HE EAHAKDE C TO3U, KOUTO UBMOAZBA USBECTHA GUPMA,
OPTAHUSAUUS U AP. AKO HE CTE CUMYPHU AAAU MUCMOTO E PULLUHT AU HE, HAI-AOBPE E AA HE OTBAPSTE
AUHKOBE, KOUTO CA MYBAUKYBAHU B HETO, A AA HAMULLETE HA PbRA AAPECA HA CAMTA, KOUTD BU B
HEOCBXOAMM.

* AKO CTE MOAYUUAU TAKOBA MUCMO, A MPEAMNCUUTAHE E AA BAOKUPATE AAPECA, OT KOMTO E USMPATEHO.
Korato ro BAOKUPATE, BUE AABATE YKAZAHUS HA MOWEHCKUST KAUEHT, UE TOBA E CMAM U HE TPABBA AA
CE NPUEMA. [1OBEUETO MOTPEBUTEAU OBAUE NPOCTO USTPUBAT CMAMA U TOM NMPOADANKARA AA UABA B




CHbBETU 3A SAPABETO

3A AA PABOTUTE HA KOMMIOTHP, BE2 AA YBPEAUTE CBOETO SAPABE, PEAYBAMTE CHAAMUH K
OOAANH ABEMHOCTU U CMNASBAMTE CAEAHUTE NPABUAAL
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3A AA HE YBPEAUTE 3PEHIUETO CU: ——

* PASCTOSTHUETO MEXKAY OUUTE U MOHUTOPA TPSBBA AA BbAE OKOAD NOADBUH METDLP;

* PASCTOSTHUETO MEXKAY OUUTE U KAABUATYPATA AA BBAE OKOAD NOACBUH METDP;

* BLPXY MOHUTOPA HE TPSBBA AA MOMAAA MPIKA CADHUEBA CBETAUHA]

* HE PABOTU B CTAS, KbAETO UMA CMECEHA CBETAUHA — CABHUEBA W USKYCTBEHA;

* BPEAHO 2A OUMTE €, AKO 3AA MOHUTOPA UMA NPO30OPEL BEZ WOPU U BABECU;

* 2A AA OTTIOUUBAT OUYUTE, OT BPEME HA BPEME OTMECTEBAL MOTAEAA OT MOHUTOPA U MOFAEKAAL
NPE3 MPO3OPEUA AU KbM HAN-AAABUHUS KPAL HA CTASTA BbPXY AAABUEH OBEKT;
* EAUH MbT B FOAUHATA MPOBEPTBA SPEHUETD CU MPU OUEBH ABKAP (odTAAMOAOT).

P

[P PABOTA C KAABUATYPATA:
* HE NPErbBAM KUTKATA, KOTATO MNULLEL
£ * CIbBAU ABKO MPBCTUTE HA PBRATA U OTTTYCKAI MAABUA;
@O / * AOBPE E AA LBMOABBAL KAABUATYPA C KAABULLY,

KOUTED CA MoA ABK HAKADH.

MNP PABOTA € MULLIKA:
* MULLKATA TPIBBA AA BBAE C PASMEPA HA AAAHTA;
* HE ABUMMKUM MULLKATA CAMEO C NAAEUA 11 MAAKUS NPBCT;
* MNOA3BAL MOAXOASWA MOAADKKA 3A MULLKATA.

MEBEAUTE

* CTOADT TPABBA AA BBAE HA KOABAUA, C PEMYAUPYEMA BUCOUMHA HA CEAAAKATA 1 OBABTAAKATA,
KOATD TPABBA AA OCUTYPU OMOPA HA MPEBHAUHMA CTBAB B OBAACTTA HA KPBCTA;
* BHOPOTO TPABBA AA BDAE CTABUAHO 1 YGTDK’IW MBO HA BUBPAUMM.




"BezoNACEH MHTEPHET E, KOTATD MUCAULL BEAHA CTBMKA HANPEA"
- AugH Karamaskues, NPEACEAATEA HA CHBETA HA ABLATA KbM MPEACEAATEAS HA AASA.

“Ti 1 MUCAULL, YE BCUUKO B UHTEPHET E HA UIMPA, HO BHUMABALL,

BAWOTO BAA MOHUTOPA MOXKE AA TE AEBHE BPATA.”
- BaHecA PUAUNOBA, UAEH HA CHBETA HA ABLIATA KbM MPEACEAATEAS HA AASA

2A Codusa — TPAA.

“UHTEPHETBT AHEC E OMACHA cMEC”
- KaauHa KPbeTERA, UABH HA CHRETA HA AELATA KbM MPEACEAATEAS HA AASA

2A OBAACT XACKORD
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